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Abstract

The paper summarizes a body of research on how population data systems, particularly population registration systems and popu-
lation censuses, have been misused in different countries to target vulnerable population subgroups for human rights abuses, inclu-
ding genocide, crimes against humanity, and forced migration. The targeted groups have been defined in terms of racelethnicity,
national origin, mother tongue, and social class. The paper does not deal with the broad topic of government investigations for secu-
rity purposes, but only with those situations where population data systems needed to collect statistical data are misused to target
vulnerable groups or individuals. Such misuses often lead to public distrust of the national statistical system and make it difficult
to gather complete and reliable data for planning and development efforts. The paper also discusses several safeguards that govern-
ments and national statistical offices can use to reduce both the likelihood of such misuse or its harm if it does take place.

Resumen

Este documento resume varias investigaciones sobre como los sistemas de datos de poblacion, particularmente los sistemas de regis-
tro civil y censos, han sido mal utilizados en diferentes paises para apuntar a poblaciones vulnerables en abusos de derechos huma-
nos, incluyendo genocidio, crimenes de lesa humanidad y desplazamiento forsozo. Los grupos sefialados han sido definidos en
términos de raza/etnia, nacion de origen, lengua maternay clase social. Este articulo no tratael tema mds amplio de investigaciones
gubernamentales con propésitos de seguridad, sino que se enfocaen las situaciones donde los sistemas de registro de poblacién nece-
sitan de la recoleccion de datos estadisticos que han sido mal utilizados en contra de grupos vulnerables o individuos. Estos malos
usos usualmente llevan a la pérdida de confianza del piiblico en los sistemas nacionales de recoleccion de estadisticas. Esto, hace
dificil recolectar informacién confiable y completa que es necesaria para la planeacion y el desarrollo. El documento también discute
varias salvaguardas que los gobiernos y oficinas nacionales de estadistica pueden utilizar parareducir la probabilidad de estos malos
usos y el dafio que esto puede llegar a ocasionar.
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I. Introduction

The purpose of this paper is to summarize a bo-
dy of research on how population data systems,
particularly population registration systems and
population censuses, have been misused in di-
fferent countries to target vulnerable population
subgroups forhuman rights abuses. Onoccasion,
such abuses have included such crimes as geno-
cide, crimes against humanity, and forced mi-
gration. The targeted groups have been defined
in terms of race/ ethnicity, national origin, mo-
ther tongue, and social class.

In addressing this serious topic, it should be
stressed that most population data collection
efforts are not associated with such targeting
and misuse. Indeed, national population data
systems are often the only source of reliable data
needed to plan and monitor development efforts
in many fields [United Nations, 2003]. Fortuna-
tely, there are a number of safeguards that go-
vernments and national statistical offices can
use that can reduce both the likelihood of such
misuseoritsharmifitdoes take place. Moreover,
countries can take special care to avoid or mini-
mize the use of the riskiest sorts of data collection
programs.

Italsoshould berecognized thatgovernments
may gather information for a wide variety of in-
vestigative purposes. This paper does not ad-
dress the topic generally but focuses only on the
misuse of the national statistical system to target
population subgroups.

The paper opens with a short discussion of
the different data systems involved followed by
a presentation of a conceptual framework of da-
ta types useful for considering such targeting

threats and operations. The next section of the
paper presents a summary recent research on
the identification of specific instances of such
targeting, providing references to individual
studies so that those interested can explore these
casesinmore detail. Finally, the paper concludes
with a section describing some of the major sa-
feguards against such misuses and a section dis-
cussing the issues raised more broadly.

II. The Main Population Data Sys-
tems Involved

The population data systems discussed in this
paper include regular population censuses, po-
pulationregistration systems, and various other
kinds of administrative reporting systems. These
systems and their major variants are summari-
zed in Table 1, along with information on their
population coverage, the level of geographic
and subject-matter detail for which they can pro-
duce useful results, and their usual periodicity.
This last factor is important in determining the
timeliness of the results generated.

The United Nations [1998] defines a popu-
lation census as "the total process of collecting,
compiling, evaluating, analyzing and publis-
hing or otherwise disseminating demographic,
economic and social data pertaining, at a speci-
fied time, to all personsina country orina well-
delimited part of a country." Its essential featu-
res include: individual enumeration, univer-
sality within a defined territory, simultaneity,
and defined periodicity, although the last
feature is often not achieved in a number of
developing countries. Nevertheless, most coun-
tries of the world carry out population censuses
on a fairly regular basis, most frequently at 10
year intervals.



POPULATION DATA SYSTEMS

Table 1
SOURCES OF POPULATION DATA

Data source Population units covered Geographical detail Subject.matter detail Temporal demensions
Population Census
Regular Usually all in a country Very detailed Limited Every 5 or 10 yrs
Special Usually limited to a state, Very detailed Very limited Ad hoc, with no fixed
province, or city periodicity
Sample survey
One time Often 1,000 to 100,000 Very limited Can be quite detailed One time and ad hoc
Periodic Usually, fewer than one-time Very limited Can be quite detailed Information obtained for
a sample every month,
quarter, etc.
Longitudinal Usually, fewer than periodic Very limited Can be quite detailed Information obtained for

Administrative record systems
Vital (or civil) registration Usually all vital events

in a country

Population registration Usually all in a country

Very detailed

Very detailed

the same units every
month, quarter, etc

Live births, deaths, etc. Continuous
ad related factors
Can be quite detailed Continuous

The main advantages of aregular population
census are that it obtains the same set of informa-
tion from all members of the population using
roughly the same procedures and a common re-
ference date. Since all members of the population
are covered in a census, censuses can be used to
generate far more detailed cross tabulations
than canbe reliably produced from mostsample
surveys. Inaddition, comparably detailed cross
tabulations can be produced from a census for
the country as a whole and for all units at each
level of areal disaggregation defined in the cen-
sus geography (for example, province, county,
town, village, postal zone, census tract, block,
etc.) However, regular population censuses are
generally massive undertakings which means
that they are normally conducted only once or
twice a decade and the questionnaire or schedu-
le used must be kept as simple as possible. Asa
result, decennial census data are on average 5
years out of date and must be limited in subject
matter detail.

Countries also carry out a range of sample
surveys. In general, asshownin Table 1, sample
surveys often directly compliment censuses in
terms of their main features. For example, sur-
veys can be strong in subject-matter detail and
timeliness, but are weak in geographical detail
and often exclude segments of the population
that censuses cover (for example, those living in
institutions and other types of group quarters.

The third major source of population data
areadministrative reporting systems of one kind
oranother. Table 1 focuses on two such systems
that are sometimes confused with one another:
a civil registration system and a population re-
gistrationsystem. The formerrecords vital events
(live births, and deaths, and in many countries,
fetal deaths, marriages and divorces as well).
Virtually all countries have a vital registration
system legally requiring the registration of at
least live births and deaths, although for many
developing countries the registration of live
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births and deaths, particularly the many that do
not take place in hospitals, is very incomplete.
The civil registration of these vital events is the
source of a nation’s vital statistics.

By contrast, a well-functioning population
registration system strives to maintain a record
for each person from birth or arrival in the coun-
try, through a person’s education, work, and
retirement history, to death or other permanent
departure from the country. Such a system also
generally strives to keep track of changes in re-
sidences and is often linked to other government
registers (for example, tax, voting, social security,
health). The United Nations [2001] defines a po-
pulation register as

a mechanism for the continuous recording
of selected information pertaining to each
member of the resident population of a coun-
try or area, making it possible to determine
up-to-date information about the size and
characteristics of the population at selected
points in time. Because of the nature of a po-
pulationregister, its organization, as well as
its operation, should have a legal basis. Po-
pulation registers start with a base consis-
ting of an inventory of the inhabitants of an
area and their characteristics, such as date of
birth, sex, marital status, place of birth, pla-
ce of residence, citizenship and language.
To assistin locating a record for a particular
person, house-hold or family ina population
register, an identification number is pro-
vided for each entity.

The population register can contain other
socio-economic data, such as occupation or
education. The population register should
be updated by births, deaths, marriages and

divorces, which are part of the civil regis-
tration system of the country. The population
register is also updated by migration. Thus,
the population register is the result of a con-
tinuous process, in which notifications of
certain events, which may have been recor-
ded originally in different administrative
systems, are automatically linked to a po-
pulation register on a current basis. The me-
thod and sources of updating should cover
all changes so that the characteristics of in-
dividuals in the register remain current.

As thisdefinitionimplies, to functiona popu-
lation registration system requires both a full
inventory of the population to establish the sys-
tem and means of obtaining in a timely manner
information onalllive births, deaths, and moves
of persons included to keep the system up to da-
te. It is generally comparatively easy technica-
lly, although not necessarily operationally, to
establish a population registration system since
the initial inventory can be based on a census-
like operation. It should not be based on the po-
pulation censusitself since the latter under most
statistics or census laws is carried out under con-
fidentiality protection provisions Thus, sharing
of information between the census (a statistical
system) and the population registration system
(assumingithad some administrative purposes)
would be a violation of statistical confidentiality.

On the other hand, the maintenance of a po-
pulation registration system is an extremely di-
fficult job logistically. Not only must all birth
and deaths be reported to the vital registration
system and the reports transferred to the po-
pulation registration staff in a timely manner,
but all moves within a country must also be re-
corded. Indeed, unless a country has complete



birth and death registration, there is little point
in trying to establish a population registration
system. Inaddition, because populationregisters
have been involved in some of the most serious
human rights tragedies of the twentieth century
(see Table 3 below), great care is needed to limit
the kind of information collected and to use
other safeguards against misuse.

ITII. Reconceptualizing Population
Data

Most of those who produce and use population
data are aware of two broad classes of data, 1) the
individuallevel data for each unit (person, fami-
ly, household, or dwelling) and 2) the aggregates
based on tabulating these individual records.
The individual records may also be analyzed in
more complex ways through multivariate analy-
sis (forexample, regression analysis). However,
from the perspective of human rights concerns,
thekeyissueishow well the datalend themselves
for targeting potentially vulnerable individuals
or groups. In these circumstances, a three-way
classification of data types (that is, macro data,
meso data, and micro data) becomes relevant.

As the definitions of these concepts provided
in Table 2 make clear, macro data are simply tra-
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ditional census or survey tabulations for large
geographic areas, while micro data refer to the
information contained in the individual unit re-
cords for each member of the population cove-
red. Initially at least, such unit records usually
contain or are linked to identifying information
such as name and address. The concept of meso
data is a relatively new one. As Seltzer and An-
derson[2003] observed in a detailed examination
of the use of population data systems to target
vulnerable population subgroups,

While the relative protection offered by the
statistical aggregates of macro data and the
relative vulnerability of individual records
that constitute micro data have long been
recognized, the special risks posed by meso
data have only been explicitly examined in
the past few years.

They went on to describe the role of meso data in
such targeting in these terms,

meso data are statistical results presented
atsuch a fine level of geographic disaggre-
gation, whether in tabular or graphicform,
that the results may be used in conducting
field operations at the local level. Thus the
borderline between macro data and meso

Table 2
TYPES OF POPULATION DATA
Data type Definition
Macro Macro data refer to tabulated aggregates for national or large geographic areas.
Meso Meso datarefer to tabulated data for sufficiently small geographic areas that the results can be used opera-

tionally to identify and target a vulnerable population subgroup. They are statistical results presented at
such a fine level of geographic disaggregation, whether in tabular or graphic form, that the results may
be used in conducting field operations at the local level.

Micro Micro data refer to identifiable records for each individual.
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data will depend in part on the size of the
geographic units, the distribution of the tar-
get population among these units, and the
intended operational uses. Forexample, cen-
sus aggregates showing the number of per-
sons in a target population for an individual
small village maybe operationally useful,
while similar data for alarge city, would need
tobe further broken down by tract, ward, or
even block to be operationally useful.

Two additional points should be kept in
mind when considering the concepts of macro,
meso and micro data. First, traditional laws that
protect the confidentiality of statistical data bar
the release of individually identifiable data. In
other words, they explicitly pertain to the release
of identifiable micro data. Statutory protections
do not generally cover the targeting of vulnera-
ble groups through meso data, although statistical
agency disclosure policies can sometimes pro-
vide considerable protection.

Second, although the present paper focuses
on the risks associated with micro and meso data,
itshould be recognized that macro data have fre-
quently been used in efforts to stigmatize vul-
nerable populations as part of an effort to mo-
bilize publicsupport for systematicefforts direc-
ted against such groups. (Indeed, the statistical
conceptsinvolved in producing such tabulations
have often helped shape the government’s
definition of the "problem" population.)

IV. Research Results on Targeting

Table 3 presents, in highly summarized form,
an updated listing of instances where efforts
weremadeby national states to use a population
census, a population registration system, or a re-

lated data system to target vulnerable population
subgroups (or individuals) for adverse action.

In writing about an earlier version of this table
Seltzer and Anderson [2003] commented,

We would stress that among the cases lis-
ted ... there was a wide range in severity of
the consequences for the individuals and
groups so targeted or identified. In some ca-
ses, targeting was part of a genocidal pro-
gram. In other cases, the potential conse-
quences were far less grave. Also some of
the instances cited were fully implemented
examples of targeting, while other repre-
sentintentions that were never fully imple-
mented. Furthermore, given the range of
time periods and countries covered...., there
is wide variation in the extent to which each
data gathering activity listed was subject
to statistical confidentiality legislation. All
the cases listed ... do have two features in
common: 1) they involve a population data
system that was part of the national statis-
tical system, or was created under the auspi-
ces of the national statistical authorities;
and 2)ineach case targeting was attempted
or was an explicit or implicit goal. Our jus-
tification for using such a broad definition
is simple. In view of the gravity of some of
the examples, both for those targeted and
for the statistical programs, agencies, and
staffsinvolved, we consider that full explo-
ration of the historical record is important
so that we can assure that we have done all
we cantoavoid any new misuse by national
or local governments.

At this point Table 3 contains 17 cases. Un-
derscoring the rapidly evolving nature of this
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line of research, we note that in 2001 the first
time the equivalent of this table was compiled,
10 incidents were listed [Seltzer and Anderson,
2001: 487]. The additional cases now included
relate to: a) the Australian aborigines, b) the po-
pulation registration system in China during
the Cultural Revolution, c) the 1941 Hungarian
Census; d) Norwegian population censuses in
the 19" and early 20™ centuries, e) the South
African 1951 population census and that coun-
try’s population registration system, f) the 1910
U.S. population census, and g) the recent effort
made to use information collected by the U.S.
National Center for Education Statisticsundera
pledge of statistical confidentiality toinvestigate
and prosecute terrorism.

Asis clear from Table 3, efforts to misuse po-
pulation data systems to target vulnerable
populationsubgroups, along with actual misuse
haveoccurredinboth totalitarianand democratic
countries, although in democratic societies such
misuses tended to occur primarily in times of
national stress. Moreover, the ensuing human
rights abuses tended to be milder in democratic
than totalitarian states. Population registration
systems were involved in 8 of the 17 cases listed
in Table 3, regular decennial censuses in 7 cases,
special censuses in 4 cases, and other or unspe-
cified systems were involved in 2 cases. (The
numbers total to more than 17 because in several
of the cases listed, more than one data system
was used in the targeting.)

Although the possibility of population cen-
sus-based targeting frequently receives much
attention in the press and is the cause of much
public fear, the record seems to be clear that po-
pulation registers are an equal if not greater po-
tential threat. Population registers were associa-
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ted with such well-known gross abuses of human
rightsas the Jewish Holocaustin the Netherlands
(over 70 percent of the resident Dutch Jews
killed), Apartheid in South Africa, the Cultural
Revolution in China, and the 1994 Rwandan
genocide.

The targeted groups in the 17 episodes listed
in Table 3 included racial and ethnic minorities
(Jews, Roma, Samis, Kvens, Tutsi, and Japanese
Americans), lingual minorities (German spea-
kers in Hungary in 1945 and 1946), indigenous
populations (Australian Aborigines and Native
Americans), subject populations (the African
and "Colored" populations in South Africa), so-
cially defined out casts (those from a "bad" so-
cial class in Maoist China), and legal out casts
(suspected draft registration violators in the
United States in World War I and suspected te-
rrorists in the United States after 9/11).

In terms of geographical scope, all regions of
the world are represented in Table 3, except
Latin America and Western Asia. It is not clear
whether this geographic variation represents a
real difference in regional experience or is an
artifact of the limited research on the use of meso
and micro data for targeting in these tworegions.

For more details about the individual epi-
sodes, see the individual sources cited in Table
3. In addition, Seltzer and Anderson [2001] and
[2003] provide some information about each of
the listed events, except for the cases of the Chi-
nese population registration system and the
1941 Hungarian Census. With respect to the for-
mer, the broad outlines of the Cultural Revolu-
tion in China are generally known. Whatis less
widely known is the role that the population re-
gistration system played in targeting an un-
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known number of victims of such human rights
abuses as forced migration and mob violence,
sometimes leading to death, because they were
identified in the register as coming from a "bad"
social class. It may be noted that one of the re-
formsintroduced, after the excesses of the Cultu-
ral Revolution was recognized by Chinese
authorities, was the elimination of social class as
avariable in the population register [Qin, 2004].
In the case of Hungary, individual records from
the 1941 Hungarian Census were examined at
the end of World War II to target those who re-
ported German as a mother tongue for deporta-
tion to East Germany or the Soviet Union. (It
should be noted that, according to Gal [1993],
those Hungarians whohad actively collaborated
with the Germans during World War II had al-
ready been deported orkilled prior to the census-
based linguistic targeting of 1945 and 1946.)

The point of Table 3 is not to discourage the
collection and use of population statistics.
Rather, itisintended to remind those proposing
to gather such data that they carry a heavy obli-
gation to ensure that the systems they develop
donoteasily lend themselves to kinds of misuse
portrayedin Table 3 and that continued attention
be given to the prevention of misuse. Failure to
respect these obligations, as discussed below,
can lead to the public’s refusal to provide com-
plete and accurate responses. This, in turn, can
deprive the governmentand all other data users
with the statistical data they need.

V. Safeguards Against Misuse

Seltzer and Anderson [2001: 495-500] identified
five potential safeguards against the kinds of
misuse described in Table 3. These were: 1) sub-
stantive safeguards, 2) methodological and tech-

nological safeguards, (3) organizational and
operational safeguards, (4)legal safeguards, and
(5) ethical safeguards. It must be noted that the-
sesafeguards, used individually, rarely provide
an absolute defense against misuse. However,
used jointly they can often avoid, deter, delay,
and minimize the adverse impact of efforts to
misuse population data systems to target popu-
lations for human rights abuses. In the context
of human rights abuses, delay often directly
leads to mistreatment avoided or minimized or
even lives saved.

A. Substantive safeguards

Briefly, substantive safeguards refer to omitting
sensitive items (for example, race, ethnicity, tri-
bal group, language, religion) from data collec-
tion systems, particu-larly a population census
orapopulationregis-tration system. Seltzer and
Anderson [2001: 495] characterized this as the
"ultimate safeguard" and noted that "this safe-
guard, while often perceived as reducing the
analytical or policy usefulness of the involved
data system, has been deliberately employed in
several countries that had histories of misuses
associated with major abuses."

B. Methodological and technological
safeguards

Methodological and technological safeguards
against operational targeting include the collec-
tion of data on sensitive topics using sample
surveysbased on multistage probability designs
rather than complete count information from
censuses or population registers or basically
unclustered systematic samples based on these
sources. In addition, as Seltzer and Anderson
[2001: 497] noted



Another broad technological approach is
the deliberate introduction of errors into
the data set. These include systematically
swapping responses for individual items
between records, introducing perturba-
tions in specific items, top (or bottom) co-
ding of quantitative items so that unduly
large (or small) responses are grouped to-
gether to protect the identity of respon-
dents, coding categorical data in broad res-
ponse categories or using only large areal
units for similar purposes.

C. Organizational and operational safe-
guards

Organizational and operational safeguards in-
volve arrangements designed to make it more
difficult, or at least more time-consuming, for
respondent identification information to be
associated with information on sensitive data
items [Seltzer and Anderson, 2001: 497-498].
The importance of organizational and operatio-
nal safeguards has taken on added importance
now that national statistical offices are able to
store completed census and population regis-
tration forms, including name and address infor-
mation, in machine readable form suitable for
case-by-case matching.

D.Legal safeguards

Legal safeguards have long been perceived as
the primary safeguard against the misuse of in-
formation obtained by a national statistical
agency toharm respondents. The statistical and
census acts of most countries bar the use of in-
formation obtained in statistical inquiries to
harmrespondents and their families. Moreover,
as Seltzer and Anderson [2001: 498] have obser-
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ved, "in a few countries these laws and regula-
tions even extend to barring the collection or
storage of data on sensitive topics."

Inthe contextof targeting vulnerable popula-
tions, however, laws relating to statistical confi-
dentiality have twoimportant weaknesses: first,
they focus exclusively on micro data, leaving the
issue of use of meso data for such targeting un-
regulated or at the discretion of the statistical
agency; second, statistical confidentiality laws
can be, and have been, set aside in times of per-
ceived national emergency to permit the use of
individual-level information gathered under a
pledge of confidentiality to target population
subgroups and individuals [Seltzer and Ander-
son, 2001: 498;2003]. Accordingly, itis only pru-
dent for a statistical agency to use a coordinated
package of safeguards rather than relying solely
on statistical confidentiality laws.

E. Ethical safeguards

Despite the official and scientific character of
the work of national statistical agencies, these
offices and their leadership and staff are subject
to a number of ethical norms [Seltzer, 2005]. In-
ternationally, many of these norms are embo-
died in the Fundamental Principles of Official
Statistics adopted by the uN Statistical Commi-
ssion [United Nations Economic and Social Co-
uncil, 1994]. Principle 6 of this document states

Individual data collected by statistical agen-
cies for statistical compilation, whether
they refer to natural or legal persons, are to
bestrictly confidential and used exclusively
for statistical purposes,

which clearly precludes the use of micro data
for targeting purposes. The International Statis-
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tical Institute’s "Declaration of professional ethics
for statisticians" [1986] also refers to the obliga-
tion of statisticians to respect confidentiality
assurances made torespondents as do the ethical
statements of several national statistical associa-
tions. Inlight of the limitations of legal and other
safeguards, ethical standards can play and have
played an important role in preventing misuse
of data systems or minimizing the impact of
such misuse [Habermann, 2005; Seltzer, 2005;
Seltzer and Anderson, 2003].

In addition to these five safeguards, Seltzer
[2005] discussed a number of what were termed
"prevention” and "coping" strategies for dealing
with perceived ethical threats arising in gover-
nment statistical work, including threats asso-
ciated with the use of both meso and micro data
to target vulnerable groups.

VI. Discussion and Conclusions

Akey feature of thelong-term health of anational
statistical agency is its reputation. This repu-
tation, in turn, is a function of its ability to serve
three quite different ends: First, is its ability to
provide the statistical data that users want in a
timely and reliable manner. Second, isits ability
to provide such data in an impartial manner.
Third is its ability to maintain the confidence of
data providers so that the responding public
and enterprises continue to trust that their coope-
rationinstatisticalinquiries doesnotharm them
or the appear to do so.

Closely related to the second and third factors
istheimportance of statistical agencies avoiding
involvement in essentially administrative ope-
rations of government or lending the statistical
agencies good name to such administrative un-

dertakings, particularly when they have a dis-
tinctly political character. For example, in the
early 1950s, the South African Census and Sta-
tistics Office, with the enthusiastic support and
involvement of its Director, was given respon-
sibility for that country’s newly established po-
pulation registration system as a key element in
theenhanced Apartheid system under the Natio-
nalistgovernmentelected in 1948. Furthermore,
the Census and Statistics Office, again with the
activeinvolvement of its Director, used the coun-
try’s 1951 Population Census to establish the
initial race classifications used in the population
register. However, in time it became clear that
the Census and Statistical Office was ill-suited
to carry out the essentially administrative work
involved establishing the population register,
particularly the adjudication of contested racial
classifications. Asaresult, progressinimplemen-
ting the new system was slow, and by 1956 the
Director was replaced and by 1959 the task and
the related posts and office space was removed
from the South African Census and Statistics
Office [Seltzer and Anderson, 2003: 33-36]. In-
deed, ittook the Office several decades to recover
from the experience.

Moreover, even when there is no immediate
impactonastatisticalagency’s reputation becau-
seofitsactiveinvolvementin targeting, whether
on the basis of micro or meso data, there is a real
possibility that even after 40-60 years such acti-
vities may cause considerable embarrassment
to a national statistical agency. For example, in
the 1980s the German Statistical office had to
deal with strong public reactions based on its
workin thelate 1930s in supportof the Holocaust
and the us Census Bureau continues to have to
defenditself for providing "proactive assistance"
in targeting Japanese Americans early in World



War II based on the 1940 Census [Habermann,
2005; Seltzer, 1998; Seltzer and Anderson, 2003].

In these circumstances, both existing ethical
norms and enlightened self-interest pointin the
same direction: national statistical agencies sho-
uld avoid involvement in actions that might ea-
sily lend themselves to targeting vulnerable po-
pulation subgroups or individuals. Table 4 pre-
sents a listing of critical and aggregating factors
that, if present in an ongoing or planned data
gathering effort, seem to increase the potential
for targeting and related human rights abuses to
take place.

Insituations where one of the critical or seve-
ral of the aggravating factors are involved, na-
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tional statistical agencies, their leadership, and
their professional and technical staffs will need
to take special care to ensure that effective subs-
tantive, methodological and technological, orga-
nizational and operational, legal, and ethical sa-
feguards are in place. Underlying such work is
afreeand opendiscussion of theissuesinvolved.

For such discussions to have a strong factual
basis, sociologists, historians, statisticians, and
other scholars will need to identify and docu-
mentsuccessful applications of these safeguards
as well as further instances of the misuse of po-
pulation data systems for targeting vulnerable
groups. This is particularly important in Latin
America, since to date, the topic does notappear
to have been examined in the region.

Table 4
FACTORS CONTRIBUTING TO HIGHER RISK OF POPULATION DATA COLLECTION EFFORT
BASED ON POTENTIAL FOR RESPONDENT OR GROUP HARM

Critical factors

0 Population studied is weak or otherwise vulnerable.

0 Data gathering or research involves variables that are on "sensitive" topics, typically topics that are or can be used to identify or stigmatize
one or more vulnerable groups, or use classifications that permit the identification or stigmatization of such groups.

Aggravating factors

Participation is mandatory or is effectively coerced.

Ooooog

All or substantially all of population is covered, i.e., sampling is not used.
Longitudinal data gathering is involved, or the activity can be linked to a longitudinal system.

Little or no input from the subject population in planning the data gathering or research activities. (The risk potential is further enhanced

if there are substantial inputs in terms of expertise, staff, or funds from foreign persons or institutions.)
0 The data gathering or research is carried out in a war, a period of civil disruption, or during or shortly after a similar emergency.
O Little or no attention given to organizational, operational, methodological, and technological safeguards against the misuse of information

obtained for non-statistical purposes.

0 Confidentiality assurances provided to respondents have limited or no legal basis.
O Ethical reviews are not carried out, are perfunctory, or are heavily influenced by utilitarian considerations.

Note: The presence of either or both critical factors gives rise to a presumption of risk and each additional aggravating factor present further
augments such risk. On the other hand, it should be emphasized that the presence of critical and aggravating factors does not mean that actual
harm has occurred.

Source: Seltzer, William. 2003. "Data collection, Ethics Issues in". In Encyclopedia of Population. Paul Demeny and Geoffrey McNicoll, eds. New
York: Macmillan Reference usa, 2003, pp. 195-197.
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